3AKJIOUMTEJBHAS JEKJTAPALIMSI MEKIYHAPOJIHOI O
®OPYMA I10 BOMPOCAM NPUMEHEHMSI UH®OPMAIIUOHHO-
KOMMYHUMKAIIMOHHBIX TEXHOJOT Wil B MUPHBIX LIEJISIX

TABAHA, KYBA, 8-10 MIOJISI 2019 T,

NHpopMallnOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTMH JOJDKHBI IPUMEHSTHCS B
MUPHBIX IEJISAX Ha BceoOIIee 01aro 4eaoBeYecTBa U IJI COACUCTBUSA YCTOWIMBOMY
pPa3BUTHIO BCEX CTpaH BHE 3aBHCHUMOCTH OT YPOBHSI MX HAyYHO-TEXHOJOTHYECKOTO
pa3BUTHSL.

NHpopmManmoHHO-KOMMYHUKAIIUOHHBIE TEXHOJOTMU JIOJKHBI OBITh TaKXKe
MHCTPYMEHTAMHU MOJY4YEHUs 3HAHUN, OOecrieueHus: Mupa, 0J1aronoyiydus 1 pa3BUTHs
YeJI0BEUECTBA Ha OCHOBE cTpororo cobmoaenuss Ycraa OOH u mexayHapoJIHOTO
IpaBa U HE JIOJDKHBI MCIOJB30BATHCS B KAYECTBE MPEJIOTa JUIsl Pa3KUTaHUsI BOVHBI,
yrpo3 WM TPUMEHEHUs CWIbl, JIMOO KaK HMHCTPYMEHT WHTEPBEHIIMOHU3MA,
JecTabMIIn3alii, COBEPUICHUSI TEPPOPUCTUYECKUX W WHBIX MPECTYIHBIX aKTOB, a
TaK)X€ JUIsl PacCIpPOCTPAHEHUs JIOKHBIX HOBOCTEH M HMCKaXEHUS PEATBHOCTH B
MOJIUTHYECKUX LETISX.

HeoOxomumbl cpouHble Mepbl, corjacoBaHHble B pamkax OOH, nns
IPENIOTBPAIICHUS] CKPBITOTO M HE3aKOHHOTO INPUMEHEHUs OTACJIBHBIMU JIMLAMU,
OpraHu3alMsIMU U TOCyAapcTBaMu HH(OPMAIMOHHBIX CUCTEM JPYTHMX CTpaH s
KOMIBIOTEPHBIX aTaK MPOTUB TPEThbUX CTPaH, 4YTO MOTEHIMAIBHO CIOCOOHO
IPOBOLIMPOBATH MEXKITYHAPOIHBIE KOH(IUKTHI.

JroOble  neficTBUS, BeayllMe K NPEBPALICHUIO HHPOPMALKUOHHOTO H
TEJIEKOMMYHUKAlIHOHHOTO  MPOCTPAHCTBA B Tearp BOECHHBIX JEUCTBUM U
COBEpIlIaeMble C IeJbl0 MNPUAAHUS JIETUTUMHOCTHM B  JIaHHOM  KOHTEKCTE
OJTHOCTOPOHHUM PENPECCUBHBIM M CHJIOBBIM M€paM, BKJIKOYas BBEJACHHE CAaHKLUWN U
Jla’ke BOCHHBIE JICUCTBUA, CO CTOPOHBI TOCYJApCTB, BBICTABIIAIOMINX ce0s )KepTBAMHU
HE3aKOHHOT'O0 MCMOJb30BaHUSI MH(DOPMAIMOHHBIX TEXHOJOTUA M KOMMYHHUKALIUM,

JOJKHBI OBITh OTBEPTHYTHI.



HenpuemiemMbiMi  SIBISIIOTCSI TOMBITKM MOCTaBUTh 3HAK PABEHCTBA MEXKIY
3JI0HAMEPEHHBIM HCIIOJIb30BaHUEM MH()OPMAIIMOHHO-KOMMYHUKAITMOHHBIX
TEXHOJIOTUH W moJyiokeHusMu ctatbu 51 Ycraa OOH, 4uto mpeacraBisieT co0oit
CTpEMJICHHE OIpaBiaTh B JAHHOM KOHTEKCTE HCIOJIb30BaHUE IMpPaBa Ha 3aKOHHYIO
CaMOOOOPOHY.

Takke HempHeMIIEMbIM SIBIISIETCS JII000€ HOBOE TOJIKOBAHUE CYIIECTBYIOIIUX
HOPM MEXIyHapoaHoro npasa u Ycrasa OOH npuMeHUTENbHO K HHPOPMALMOHHO-
KOMMYHUKAIIUOHHBIM TEXHOJIOTUSIM, KOTOpOE BJEUET 3a COOOM BO3MOXHOCTH
IPUIAHNS] JIESTUTUMHOCTH COBEPLIEHUIO aKTOB arpeCCUM U BOCHHBIM JICUCTBUSM.

Heobxoanmo Havath neperoBopHbiid npouecc B pamkax OOH nns npunatus
IOPUINYECKU OOS3bIBAIOIIETO MEXIYHAPOJAHOIO MHCTPYMEHTA, KOTOPBIA MO3BOJUT
YCTPAHUTh 3HAYUTENbHBIE IPABOBBIE MPOOEIbl, HMEIONIUECS CErogHs B cdepe
uHpopmOe3onacHOCTH, HU  3(P(PEKTUBHO, HA  OCHOBE  MEXIYHApPOJHOIO
COTPYJHUYECTBA pPEArvupoBaTh HAa PACTYIIME YIpO3bl U BBI30BBI, C KOTOPHIMH MBI
CTaJIKUBAEMCsI B JaHHOM 00JIaCTH.

HeoOxoaumo oOka3bIBaTh MOAJNEPKKY paboyeil Ipymie OTKPBITOIO COCTaBa,
co3maHHOM Ha ocHOBe pesomonuu A/RES/73/27 ¢ Tem, 4ToOBI BCe rocymapcrsa
MOIJIM Ha paBHbIX IMpaBax Yy4yacTBOBATb B OTKPBHITOM M JIEMOKPAaTHUYECKOM
MEPErOBOPHOM  TPOIIECCE M0 BOMpPOCaM  MEXAYHApOJHON MHGOPMAIIMOHHON
0€30MacHOCTH.

Pemenue I'enepanbnoit AccamOmen OOH o mnpoBemeHun B pamMKax ee
Tperbero  kKoMHTE€Ta  JUCKYCCHM IO  NPOTHBOJAEWUCTBHIO  IMPECTYITHOMY
UCIOJIb30BAHUIO MH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH TaKKe AOJIKHO
MOJIYYUTh TOJJIEPHKKY, HAIPABICHHYI0 HAa JOCTHKEHHE MHUPOBOIO KOHCEHCyca IO
ATOMY BOIIPOCY.

HeoOxoaumMo W fjanmee  COBEpIIEHCTBOBATH — MEXKIYHAPOIHO-TIPABOBHIE
MHCTPYMEHTBI, PErYJIHPYIOIIME BOMPOCHl YOPOUYEHHUA Oe30mMacHOCTH B cdepe

HCIIOJIb30BaHUA I/IH(bOpMaIII/IOHHO-KOMMYHI/IKaIII/IOHHBIX TEXHOJIOTH.



[TprHIMIIMATPHO BaXXHBIM SIBIIETCS COKpAIlleHHEe IHM(POBOTO pas3phiBa B
MHUPOBOM MacmTabe © JOCTIKEHHWE PaBHOTO YYacTHS BCEX TOCYIapCcTB B
MEXIYHApOJIHOM YIpaBJIICHUU ceThio VHTepHeT, obecriedeHnn ee 0e30MacHOro u
CTa0MILHOTO (PYHKIIMOHUPOBAHMS.

CoBMECTHOE COTPYIHUYECTBO TOCYAAPCTB B ONPEIACICHUH U PUMEHEHUH MEP
s obecriedeHusi Oe3omacHOCTH B cdepe HCMONB30BaHUS HHPOPMAIMOHHO-
KOMMYHUKAITIOHHBIX ~ TE€XHOJIOTUW  SBISCTCS OCHOBOIIOJIATAIONIAM  YCIIOBHEM

COXpPaHCHHUA MCKAYHAPOIHOT'O MHpPA, 0€30IaCHOCTH ¥ CTAOMIBLHOCTH.

I'aBana, 10 urong 2019 roga



FINAL DECLARATION OF THE INTERNATIONAL FORUM FOR
THE USE OF INFORMATION AND COMMUNICATIONS TECHNOLOGIES
WITH PEACEFUL PURPOSES, LA HABANA, CUBA, JULY 8-10, 2019.

The information and communication technologies should be used in a peaceful
manner for the common good of humanity and to promote the sustainable
development of all countries, whatever their level of scientific and technological
development.

The information and communication technologies should be also tools to
obtain knowledge, to guarantee the peace, the well-being and the development of the
humanity, on the basis of strict respect for the UN Charter and International Law and
should not be used as a pretext for the unleashing of war, the threat or use of force, as
a tool for the interventionism, destabilization, the perpetration of terrorist acts and
other criminal actions, or for the dissemination of false news and the
misrepresentation of reality for political purposes.

Urgent actions, agreed within the framework of the United Nations, are
required to prevent the covert and illegal employment, by individuals, organizations
and States, of the computer systems of other nations to carry out information attacks
against third countries, due to their potentialities to cause international conflicts.

Any action taken to turn the telecommunications and digital space into a
theater of military operations and the attempts to legitimize, in that context, unilateral
punitive and forceful actions, including the application of sanctions and even military
actions, by states who claim to be victims of illicit uses of information and
communication technologies, should be rejected.

The claim to establish an equivalence between the malicious use of information
and communication technologies and the provisions of Article 51 of the Charter,
which attempts to justify the alleged applicability in that context of the right to self-

defense, it is unacceptable.



It is also unacceptable any reinterpretation of the existing norms of
International Law and the UN Charter in the context of information and
communications technologies that imply the possibility of legitimizing acts of
aggression and military actions.

It is required to begin a negotiating process within the framework of the United
Nations, to adopt a legally binding international instrument that allows the
elimination of the significant legal gaps that exist today in the area of the security in
the use of information and communications technologies, and to address in an
effective way and on the base of the international cooperation, the increasing
challenges and threats that we face in this matter.

The work of the open-ended Working Group, established through UNGA
Resolution A/RES/73/27, should be supported, aimed at the participation of all
member States on equal terms, in an open and democratic process on the international
information security.

The decision adopted by the UN General Assembly to carry out, within the
framework of the Third Committee, a debate on the fight against the use of
information and communication technologies for criminal purposes, should be also
supported, in order to achieve universal consensus on this subject.

It is required to further develop international legal instruments to regulate the
issues of strengthening the security in the sphere of the information and
communication technologies.

It is imperative to reduce the digital divide in the world and to achieve the
equitable participation of all States in the international governance of the Internet to
ensure its safe and stable functioning.

The joint cooperation of States in the formulation and implementation of
measures to guarantee the security in the field of information and communication
technologies is fundamental to the preservation of international peace, security and
stability.



La Habana, July 10, 2019



